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Nelson A. Bangs

Senior Vice President

General Counsel and Secretary
rony_bangs @ neimanmarcus, com

VIA FACSIMILE - 603-223-6202

April 24, 2007

The
Neiman
Marcus New Hampshire Department
of Consumer Affairs
Group 33 Capitol Street
Concord, NH 03301

ATTN: Mary Gould

One Marcus Square

1513 eatn sy Re:  Theft of Computer Equipment Containing Personal
Dallas, TX 75201 Inf )
(214) 743-7610 nformation

Fax(214) 743-7617
Dear Ms. Gould:

The purpose of this letter is to notify the New Hampshire Department of
Consumer Affairs that The Neiman Marcus Group, Inc. (“NMG”) sustained a loss
of personal information of approximately 160,000 of its current and former
employees, as well as some of their beneficiaries, on April 5, 2007. This loss
occurred when computer equipment owned by one of NMG's pension benefils
consultants was stolen while in the possession of a technician attempting to repair
the equipment. When NMG was notified of the theft on April 10, 2007, it
immediately mobilized its internal and external resources 1o assist local law
enforcement authorities in the recovery of the computer equipment, and began
preparations for the release of information notifying all affected individuals of the
theft and its potential impact upon their credit.

Attached is a copy of a letter to employees that is being distributed in connection
with this matter, beginning immediately. Please contact me at the phone number
or address indicated above in the event that you have questions regarding this
matter, or desire further updates regarding its status.

Sincerely;

Nelson A. Bangs

enclosure
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April 23, 2007

Dear Colleague,

As part of the company's regular business practices, The Neiman Marcus
Group uses pensiecn benefits plan congultants to asgsist with cur employee
programs. I am writing this letter to inform you that onc of our outside
consultants recently discovered that computer eguipment used on our behalf
wag stolen on April 5, 2007. This computex equipment contains a file which
i3 two ysars old and which holds seme of youx personal information
ineluding yeour nama, address, soeial sacurity number, date of birth, pexiod
of employment and salary information, and gimilar information regarding
individuals receiving a Neiman Marcus Group pensien-

The Neiman Marcus Group takes the security of our employees and pension
recipients’ persenal information very seriously and we deeply ragret that
this incident oceurred. Please know that the leeal law enforcement
suthorities are actively condueting a criminal investigation of the theft,
in the hepe of recovering the stolen property and confirming that the
personal information sterad on the aquipment has not been acquired by any
unauthorized persons, We are informing you noW because the authorities have
recently determined that public disclesure of this matter will no lenger
impede their investigation.

We have no indication that the personal informatien on this computer
equipment has been misused or even that the equipment is in the hands of
ssmaone zeeking to wisuse your information. Nevertheless, to asslst you in
protecting your personal infoxmation, The Naiman Marcus Group has made
arrangements with Equifax to provide you with one year of their credit
monitoring produst at no cost to you, Enclosed you will find a brief
description of the services and registration information. BAs a precaution,
we al3o urge you to carefully monitor your financial agccounts - cradit
cards, debit cards, bank or brokerage accownts, insurance and others —for
any suspicious activity.

Please note that people falsely identifying themselves as Neiman Marcus
Group represantatives could contact you and offer “assistance.” I urge you
not te release personal information in response to contacts of this nature.

Again, please know that we regret any inconvenience this incident may caunse
you. I am surc you are cencerned. Like you, The Neiman Marcus Group takes
this matter very seriously. We are presently reviewing the facts and
circumetances leading to this potential loss of privacy of your
infermation, and if appropriate, will take steps to enhance security
protecols regarding the handling of our etiployees’ informatien by third
party venders. We will do everything we can to prevent a recurrence.

IE you have any gquestions, please contact The Neiman Marcus Group
Information Security Helpline at 1-B00-456=7015. A Representative will be
available to assist you seven daysz=per-week, 24 houra-per-day. This
infeprmation and the latest updates are alse available at

wWww . Nelmanmarycusgroup . Com

Sincerely,

Y Burt Tanaky f

Chalrman & CEQ
The Neiman Marcus Group
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IMPORTANT GUESTIONS AND ANSWERS
REGARD CREDIT TECTIO

What is The Naiman Mareus Group doing to asslst ma#

The Neiman Marcus Group is providing the Equifox Cradit Watch™ Gold with 3n-1 Menitoring product frae of
charge to any employee or pansion recipient potentially impacted by this incident. You can enroll in the product
wntil July 31, 2007,

Foatures and Benefits. Equifax Credit Watch™ Gold with 3-in-1 Monitoring product is a one (1) year
membership that provides you with an “early warning systam” regarding chunges to your credit file. The
key features and benefits are:

-

Comprehensive credit file monitoring of your Equifax, Experian, and TransUnion cradit reports with
daily nofification of key changes to your cradit files from any of the three agancies..

One 3-in-1 Cradit Report and unlimited access to your Equifax Credit Repori™.

$20,000 in identity theft protaction with no dedudlible (certain limitations may apply) *.

Premium Customer Cara, 24 hours-perday, 7 daysper-week fo astist you in understanding the
contant of yaur Equifax ¢radit information, in initiating on investigation of inaceurate infermation and
to provide personalize identity theft victim assistance.

How 1o Enroll. Equifax has o simple Infernetbased verification and enrallment process located at

h

1:

2.

4.

myservices.squilax.com/iri. To anroll onlina please complete the following steps:

Consumer Information: complete the form with your contact information (name, oddrass and e-mail
address) and click “Continue” button. The information is provided in a sacured environmant.

[dantity Verification: complete tha form with your Social Security Number, date of birth, telephone
numbers, craote o User Name and Password, agree to the Terms of Use and click “Continue” butten.
The systam will ask you two sacurity questions to verify your identity,

Payment Informatlon: During the "check oul® process, you will need to provide a prometianal code.
Please call The Neiman Marcus Group Information Security Hotline at 1.800.456.7019 to obtain
your code, Once you have received if, enter the code in the “Enter Promotion Code” box. (case
sensitive, no spacas) Affer entering your code press the "Apply Code” button and than the “Submit
Ordar” bufton af the bottom of the page. (This code eliminates the need to provide a credit card
number for paymant.}

Order Confirmation: - Click “View My Product” to access your 34n-1 Credit Report

To sign up for US Mail dalivery of the product, dicl 1-866-937-8432 for accass to the Equifax Credit
Watch ouiomated enrollmant pracess. Note that all credit reports and alerts will be sent fo you via US
Mail only.

1.

Promotion Cade: You will ba asked to enter your promotion code {obtained by calling The Neiman
Marcus Group Information Security Hoflina at 1.800.456.701%). This cods is case sensitive, no
spaces.

Customer Infarmation: You will be asked to anter your home telephone number, homa address,
name, date of birth and Social Security Number.

Permissible Purposa: You will be asked fo provide Equifax with your parmission to access your credit
fila and to manitor your file. Without your agresment, Equifax ean not procass your anrollment.
Order Confirmation; Equifax will provide a confirmation number with an explanation that you will
racaive your Fulfillment Kit via the US Mail (when Equifax is able to verify your identity} era
Customer Care latter with further instructions [if your identity ¢on not be verifiad using the
information provided).

dood
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What adtions | should taks to protect my information®

In addition fo enrolling in the free product listed above, employees and pension recipients moy wizh to contact the
thraa credit reporfing agencies to place a free fraud alert on their cradit files. A froud alert is o consumer
siatement added to your eradit report. This statement aleris craditors of postible fraudulent activity within your
report as well as requests that they contact you prior fo establishing any accounts in your name. Once the froud
alart is added fo your credit report, all creditors should contact you prior to establishing any account in your

name.
Equifax: Experian: TransUnion:
1-877-4787625 1-888-EXPERIAN (397-3742) 1-800-680-7289

What else should | do to meniter my credit?
Continue to raad your financial account statements promptly and cavefully. Also, moniter your credil reporis
evary few months in the first year of the thelt, and once « year thereafter.
Signs in clude:
Irregular actively on existing accounts
Receiving credit cards that you didn’t apply for
Being denied credit, or being offerad less favorable cradit terms
Getting colls and lefters from debt collectors or businesses about marchandise or services you
didn't buy
+  Not geiting certain bills or othar mail ontfima

4 ® & @

What do | do if my cradit accounts have bean tampered with or if new accounts have been fraudulently opensd?

«  Contact your creditors' security or fraud department immadiately.

«  Ifyou discover a changed billing address on an existing card, close the account immadiately,

+  File a report about your identity theft with the polics, and file o complaint with the Federal Trade
Commission at www.fic.gov/bep/edu/microsites /idthaft.

«  Read Take Charge: Fighting Bock Against Identity Theft
(www_fte.qov/bep/adu/microsites fidthaft) for detailad information on other steps fo take in the
wake of identity thef.

[~ Fer further information, contact The Neimon Marcus Group Information Sacurily Helplins ot 1-800-456.7019. A
Representative will be available to atsist callers savendays-per-wesk, 24 hours-per-day.
Any important new information and updates will ¢lso be posted onlina o www.naimanmarcusgroup.com,

* _ |dantity Fraud Expense Reimbursement Master Policy undarwritten by Travelers Casualty and Surety Compony
of Amarica and its property casualty affiliotes, Hartford, CT 06183. Coverage for all elsims or lossas depends on
actual policy provisions. Availability of coverage can depend on aur underwriting qualifications and state
regulations. Coverage not available for residents of New York. Equifax's credit monitering products are
protacted by US Patant 7,208,052



